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E-Safety Awareness

Parents and Carers

"Bullying online by people in my school year has left me

with significant mental health issues for which I am now
on medication and in therapy for. So it'’s really damaged
me in a lot of ways”

\

From the summary Report by
Northamptonshire Police & Crime Commission
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Age 6 to 9 checklist for online safety

e Create a user account for your child on the family computer with appropriate
settings and make the most of Parental Controls and tools like Google SafeSearch

e Agree a list of websites they're allowed to visit and the kind of personal
information they should not reveal about themselves online (e.g. the name of their
school or their home addresses)

o Decide time limits for things like using the internet and playing on games consoles.
Time limits can be applied on devices such as tablets and laptops

e Bear in mind what older siblings might be showing them on the internet, mobiles,
games, consoles and other devices, and agree some rules as a whole family

e Talk to other parents about their views on things like what age to buy kids a mobile
phone.

o Faniliarise yourself with age ratings on games, online TV, films and apps, so that
you can be sure your child is only accessing age-appropriate content

Young people may be surprised

that forensic experts can claim information

from any ones phone, computer or tablet, even after
the information have been deleted including images.
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Age 10-12 checklist for online safety

Make sure you've set some technology boundaries before your child gets their first
mobile or games console -it can be more difficult to change the way they use it
after

Remind your child to keep phones and other devices well hidden when they're out
and about to minimise the risk of theft

Talk to them about what they post and share online - tweets, written comments,
photos and videos all form part of their 'digital footprint’ that could be seen by
anyone and is available on the Web forever

Discuss the kind of things they see online - this is the age when they might be
looking for information about their changing bodies and exploring relationships, for
example

Hold off letting your son or daughter sign up for services like Facebook and
YouTube that have a minimum age limit of 13 - talk to other parents and their
school to make sure everyone is on the same page. Be wary that some children ‘fake'
their date of birth on sites such as Facebook in order to gain access

Remind them that they shouldn't do anything online that they wouldn't do face-to-
face
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Age 13+ checklist for online safety

e Don't think it's too late to reinforce boundaries or teach your child anything about
technology - they might think they have the know-how but they still need your
wisdom and guidance

e Talk to them about how they might be exploring issues related to their health,
wellbeing and body image online - they might come across inaccurate or dangerous
information on the Web at a vulnerable time

e Discuss how they behave towards others and what they post online. Don't shy away
from difficult conversations about things like pornography, bullying and other risky
behaviours, such as sexting and inappropriate 'selfies’

e If you give your son or daughter control of their own budget for things like apps
and music but make sure you have agreed boundaries so that they manage their
money responsibly

e Discuss things like downloading and plagiarism so that they understand what's legal
and what's not

e Adjust the settings on Parental Controls in line with your son or daughter's age and
maturity - if they ask you to turn them off completely, think carefully before you
do and agree in advance what is acceptable online behaviour

Intimate images are typically considered

to be illegal images which is why incidents need to be very

carefully managed for all those involved. Young people are often unaware of the
consequences and risks of sending images or videos with little or no clothing on.
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Follow these 5 simple steps:

5 steps to
Step 1: Ask your child to log into their account as all of the settings in Facebook need to
be adjusted within a Facebook profile. keep you Ch | |d

Step 2: Set privacy settings. On your child’s profile or their Newsfeed, go to the top right
hand corner and click on the cog.

facebook Search for people, places and things . Sophie Wyatt | Find Friends Home §, #

safe on

Facebook

iy 109 % -

Timeline About Friends Fhotos More ¥

+ Add Prafile Picture

Creste Page

Click on Privacy Settings.

Advertse on Facebook
Actount Settings

Privacy Settngs

Log eut

Halp

Bt o B

Step 3: Click on Privacy in the left hand menu. This screen shows you who can see your
child's posts and who can find them on Facebook Click on the links on the right hand side
to edit these settings. Anyone registered as under 18 will only be able to share posts with
Friends or Friends of Friends.
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Step 4: Take control of the photos and posts your child is tagged in.

Click on Edit to manage whe can post on your child's timeline; who can see their timeline
and what happens when they are tagged in a post. Your child can review every post or
photo they are tagged in: they can choose Add to Timeline or hide anything they're tagged
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You can manage the privacy of things you share by using the audience selector right
where your child posts. This control remembers your selection so future posts will be
shared with the same audience unless you or your child changes it.
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Step 5: Control what information gets shared with apps and games they use on Facebook
Click on Apps on the left hand menu to see if vour child has dowmnloaded any apps or
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Click on Edit on the right side to control the information that is shared with each one.

Don't forget:

* There are other settings on Facebook that you can control from the Settings
menu Visit wvw facebool com /safety to find out more

+* [f your child removes a post they are tagged in from their timeline, it will
still be visible on the timeline of the person who tagged them

* Encourage your child to use the View as setting on their timeline - it allows
them to see how other people see their timeline and is a useful check on
their privacy settings

* Remind your child that they can use the Report button (on the drop down
menu on every post on their newsfeed and timeline)

If you are ever in doubt on any social media site always look out for the cog of
the three dots.
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Setting your Instagram profile to private

How do I set my photos and videos to private so that only approved followers can
see them?

By default, anyone can view your profile and posts on Instagram. You can make your
posts private in the Instagram app so only approved followers can see them. Posts can't
be set to private from a desktop computer as Instagram is an app.

To set your posts to private: Instagram is automatically set

to public so that anyone can
i0S See your images - even if you
don't know them. It's much

1. Go to your profile by tapping =l _
easier fo stop unwanted

2. Tap Edit Your Profile next to your profile picture
3. Turn on the Posts are Private setting and then tap Done | contact if your profile is
private. When your profile is

Android private, anyone who wants to
follow you and see your photos

1. 6o to your profile by tapping B N 75 FTE e @ s -

2. Tap Edit Your Profile next to your profile picture

3. Turnon the Posts Are Private setting and then tap the e euieanpcriotesay

‘deny’. This way you can
check mark to save your changes control who sees your photos
and can make sure only your
Windows Phone friends can talk to you on

1. Go to your profile by tapping 1 Instagram.

2. Tap Edit Profile next to your profile picture
3. Turnon the Posts are Private setting by checking the box and then tap the
check mark to save your changes

Things to keep in mind about private posts:

e Private posts you share to social networks may be visible to the public depending on
your privacy settings for that network. For example, a post you share to Twitter
that was set to private on Instagram may be visible to the people who can see your
Twitter posts.

e Once you make your posts private, people will have to send you a follow request if
they want to see your posts, your followers list or your following list.

e You'll see requests in your News tab, which you can then approve or ignore. People
can send a photo or video directly to you even if they're not following you.
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Snapchat

Snapchat can be a really fun way for young people to share images. It's different from
other photo sharing apps because when you send an image, it will only last between 1
and 10 seconds before being deleted.

Most young people assume that because video and photo texts or "Snaps" as they are
called, disappear in just a few seconds the app is totally harmless. However, photos can
be saved as screenshots. This is worrisome for parents because they have no control
over what comes across the screen screen at any given moment.

Snapchat can sometimes be used for bullying as well though. This can be really
frustrating and upsetting because a young person might get a nasty image which is
automatically deleted. This can make it hard to report bullying on Snapchat.

How does a young person stop bullying on Snapchat?
They can't save images they get through Snapchat, but if they get an abusive message
they can take a screenshot. This way you will have something to report.

If they take a screenshot, Snapchat will try to send a notification to the person who
sent you the original message. So it's important to think about how the other person
might react if they know they have taken a screenshot of their message.

If someone is bullying your son or daughter over Snapchat, blocking someone will stop
them from sending abusive messages. They can also report bullying to Snapchat - they
may be able to help stop it.

Sometimes a young person may be added by a username that you don't recognise. This
can make it hard to tell whether they know the person or not and it may lead to
bullying. It can be upsetting if they are not sure who the personis. A good idea for
young people is to set up Snapchat so that they only receive messages from people
on their friends list. They can do this by going into their settings then going to
‘Who can send me snaps’. From here, change to ‘my friends' instead of 'everyone’

e Snapchat safety centre - https://www.snapchat.com/safety

When you send a Snap to someone via "Snapchat" you give Snapchat a "nonexclusive, worldwide,
royalty-free, sublicensable and transferable license to use, reproduce, modify, adapt, publish, create
derivative works from, distribute, perform and display such user content in connection with the
services, subject to your use of privacy settings in the services to control who can see your user
content." So in simple terms all in information that gets sent over Snapchat including photos and
usernames etc you don't own and they can change whatever is sent over the app!
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You

What age does my child need to be to use YouTube?

In order fo create a YouTube account, you must confirm that you're at least 13 years old.
If avideo gets flagged and we find that the the uploader inaccurately stated their age
during the account creation process, we will ferminate their account.

Tips and advice

We ask all of our members to review our Community Guidelines, as they outline what
content and behavior is acceptable on YouTube.

Online safety tips for families from Google and Common Sense Media:

e Have your teenagers make playlists of their favorite videos, while you make your own.
Then sit down to watch them together. You can see what your fteens are watching, and
they might learn a thing or two about you.

e Take your teens on a stroll through your own TV-watching childhood by compiling a
playlist of clips from your favorite shows.

e Make watching YouTube a game : Guess what kinds of videos are popular in a particular
place and then use Advanced Search to see videos only in that location. It's a great way
to have a conversation with your teens about cultural assumptions, tastes, similarities,
and differences.

Tools

Inappropriate content: If you see a video that you feel is inappropriate or which may
violate our Community Guidelines, flag the video. This is the fastest way to bring potentially
inappropriate content to our attention. YouTube policy specialists review flagged videos 24
hours a day, 7 days a week.

Privacy: If you feel that your child's privacy has been violated (e.g. use of image or personal
information without consent), please visit our Privacy Guidelines, where you can learn more
about our privacy policy and how to file a privacy complaint. Visit the Privacy section of our
Safety Center to learn even more.
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Harassment and cyberbullying:

If your teen is being harassed by someone on YouTube, direct them to block the user. This
will help prevent further communication from the unwanted user.

If the harassment persists, please review the harassment article within our Safety Center
for harassment prevention information. If you or your teen wish to report harassment in
videos, channels/profiles or comments, you may do so via our reporting tool.

Restricted Mode: Enabling this setting allows you to specify that you do not want to see
potentially objectionable content on YouTube. Learn more about Restricted Mode.

Moderating channel comments: There are tools available that allow your child to remove
comments posted on their channel, or moderate them before they appear on your channel.
To learn more read our article on moderating channel comments.

Visit your teens' channel: Take a look at what your teen is posting on their channel. Check
out their favorites and which YouTube channels they are subscribed to. Favorites and
subscriptions can give you clues about what they are watching on the site.

Privacy and safety settings: YouTube has a range of tools and settings help users manage
their experience on the site. To learn more about the resources that are available to your
teen please visit our privacy and safety settings page.

For more information on
Youtube follow:
https://support.google.co
m/youtube/answer/2802
272
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Five top tips for safe use of social media

It's common knowledge that today's young people are frequent and prolific users of
social media. Parents are often worried about the risks of social media use, but there
are plenty of safe, sane and responsible ways for young people to interact on these
platforms. Below are five top tips from the Parent Zone for encouraging and supporting
safe social media use among young people.

Choose the right privacy settings. We know that some young people like o set the
privacy settings on their social media accounts as low as possible to help them stay
plugged in to all the interactions and sharing that goes on. While the impulse to connect
with their peers is a good one, there are risks to being too open online and privacy
settings can be a valuable tool for safe social media use. Ask your children what privacy
settings they have in place already. Encourage them to do things like setting their
default sharing option on Facebook to ‘friends’ (i.e. people they've already connected
with) rather than ‘everyone'.

Think carefully about photo sharing. It's important to be careful with any information
you share online, but photos are especially sensitive. Once a photo is posted to a social
media platform like Facebook or Instagram, it can be hard to control whether others
view, share or download it. Your child shouldn't share any photos they wouldn't want
you, another family member or even a complete stranger to see, and they should be
aware that their friends can also upload and tag them in photos. Facebook allows you to
review all things you're tagged in using the Activity Log - your child can use this setting
to stay on top of what they're associated with.

If something does go wrong, report it. Social media sites normally allow users to
report violations of their terms and conditions. If your child encounters something
inappropriate on social media, they can take action to have it blocked or removed.
CEOP's Thinkuknow site provides a thorough guide on how to report abuse or
inappropriate content, and is an excellent first place to turn if you or your child

is worried.

Get involved. It's tempting for parents to focus on the risks of social media use, but
there are many positive ways for kids to interact online. Lots of people use social media
platforms like Twitter and Facebook to stay informed about current events and get
involved in activism and advocacy. Young people can also follow artists, scientists,
journalists and other public figures to learn more about a range of topics, like music or
technology.
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Build friendships. In addition to getting involved in the broader world, social media can
be a great resource for less confident young people who have difficulty with social
stress and making friends. Chatting and playing games with friends can seem easier
from the comfort of your own home, and these social media interactions may even help
some children build confidence in offline social settings.

1 in 5 young people in Northamptonshire are being
Threatened or humiliated on social media

"People are getting together through social
media even though they don't know each other”

From the summary Report by
Northamptonshire Police & Crime Commission
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Sexting or Nudes

What is sexting?

When people talk about sexting, they usually refer to sending and receiving:

e naked pictures or 'nudes’

e ‘'underwear shots'

o sexual or 'dirty pics’

e rude text messages or videos

Images can be sent from a friend, boyfriend, girlfriend or someone a young person has
met online. They might have also sent a sexual photo, video or text to someone else.

Before a young person sends a photo, think about:

e What could happen to it?

¢  Who might see it?

e What are the risks?
Even if you use an app like Snapchat or webcam - the person can take a screen shot
in seconds

¢ Who are you sending it to?

¢ Why do you want to send it?
If you want to impress somebody, do it in other ways.

Even if images are passed around as a joke there are some serious consequences
that may arise.

For further support and information check out the Childline website
| Chi Line )

Sexting under the age of 18 is

against the law as its classed as an indecent
image of a child however we need to be providing

young people with support and advice around

responsible behaviour!
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Online gaming

Ways to keep it safe
« Explore the games young people are playing.
«  Stick to well known and reputable sites.
« Keep your online identity secure.
« Use strong passwords
« Limit playing time
« Age appropriate and follow the PEGI ratings (highlighted below)
« Keep gaming friends in game
*  Where do your report concerns?

+ Inappropriate content
« Large community of “strangers” - Young people can be groomed via online gaming
« Giving away personal information.

« "Griefing" - bullying via the online game, deliberately spoiling the game.

« Hidden financial risks

« Playing the game for too long.

E id hould
«  Warped view of fantasy and reality ARl eClis Al AE (1

with an age

Bad Language rating and one of the following
Geme contains bad nousge symbols on the left hand side of
the page. Yong people playing
games younger than the age rating
can have serious consequences. It
can leave young people with a very
distorted view of the real world
compared to the gaming world.

Discrimination
Game contains depictions of, or material which may encourage, discrimination

Drugs
Game refers to or depicts the use of drugs

Fear
Game may be frightening or scary for young children

B Gambling
Games that encourage or teach gambling

Sex
Game depicts nudity and/or sexual behaviour or sexual references

Violence
Game contains depictions of violence

Online gameplay
Game can be played online
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Online Grooming

Grooming is when someone builds an emotional connection with a child to gain their
trust for the purposes of sexual abuse or exploitation. Many children and young people
don't understand that they have been groomed, or that what has happened is abuse.

e Vulnerability

« TIssues at home are a key marker for online groomers

. Invisibility

« Grooming can take minutes, hours, days, weeks or years

« Language that young people use online - anything explicit

«  Online naivety

« Suspects will have numerous identities

« Groomers will pretend to be male and female

« Groomers have to be down with the lingo

« Groomers will often bypass filters by asking young people if they are active
rather than having sex

If you are concerned about anything suspicious on line you can report it to CEOP

Warning Signs - Courtesy of Northamptonshire Police Gifts

«  Mobile phones

« Topups

« Underwear

« Pornography

*  Money

+  Perfume

« Travel tickets

« I tunes vouchers

« Parental reports of change in behaviour, friendships or actions and requests for
support.
« Secretive
« Prolonged time on the internet
*  Mood swings
«  Withdrawn
"So do you give out your phone number to people you
chat to online?”
"T do if I've known him for more than a week and I know

I can trust him but I wouldn't give it to a complete stranger”
From the summary Report by
Northamptonshire Police & Crime Commission
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Young people often use text speak over the internet and so do sex offenders
below is an example

Some terms you may want to know:

POS Parent over shoulder

PIR Parent in room

P911 Parent alert

PAW Parents are watching

PAL Parents are listening

ASL Age sex location

MorF Male or female

SorG Straight or gay

LMIRL Let’s meet in real life

KPC Keep parents clueless

ADR Address

WYCM Would you like to meet me?
KFY Kiss for you

NALOPKT Not a lot of people know that

To name but a few- and they may have changed by the time this
comes out!
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Action Checklist

Talk to your child about their Internet use
and take an interest. Your involvement is the
best way of keeping them safe.

Be positive! The Internet is a fantastic
resource for learning, entertainment and
communication. Just like in the real world, you
need to take a few sensible precautions.

Let your child know they can come to you
if something they don't like happens online.

Try not to overreact! This could simply

make your child secretive about their Internet
use and close down lines of communication
between you.

Remember that all the safety advice we have
discussed during the session applies to going online with a
mobile phone.

If you decide to use software to filter or
monitor information from the Internet, talk

this over with your child. Any ground rules
you agree will be much more effective.

There are three main levels for applying parental controls.

« Internet Service Providers (I15P’s). These are the organisations that pipe the internet to your home (like Virgin Media,
Talk Talk, Sky and BT). All of the major ISP's provide parental control packages. These can allow you to apply controls
across all of the devices that access the internet through your home connection — such as laptops or games consoles.

+ Devices that connect to the internet. Most computers, mobiles and games consoles now come with parental controls
that can be applied. For example, within Windows and the Mac operating systems, there are parental controls that can be

set for individual devices.

+ Software. There are a wide range of packages available to buy or sometimes download for free — always look for reputable

companies and check out reviews online.
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Resources - All have specific parent sections

Be Share
Aware

NSPCC -@

Vodafone digital parenting magazine
Available from any Vodafone shop

« UK Safer
1) Internet
Centre

www.saferinternet.org.uk

internet
matters.org

Childnet

International
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